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ABSTRACT

In this paper we set out to demonstrate that the traditional approach to risk management
is based on a flawed assumption regarding the objectivity of risk. Risk management is
generally seen as a possible remedy for the frequent failure of ISD efforts. The idea
behind traditional risk management is that risk factors must first be identified and
evaluated, then eliminated or kept in check. Our argument is that this approach is
problematic because it assumes the objective reality of risk. The assumption that risk is
objective gives managers a false sense of security. Furthermore, it also eliminates those
risks that might be specific to an organisation or a situation from being dealt with. We
suggest that risks should be viewed as social constructions. On the one hand this
approach is more suitable to the nature of risks and the epistemology of risk research. On
the other hand, a constructionist view of risks offers a sound theoretical foundation for
participative managerial tactics which offer a better avenue for dealing with the positive
as well as the negative aspects of risk than the traditional approach.

INTRODUCTION

Information systems scholars have long been advocating risk management as an answer
to project failure in information systems development (ISD). The literature has
emphasised the identification of risks and produced several checklists of risks and risk
resolution techniques (e.g. Alter and Ginzberg, 1978, McFarlan 1982, Boehm 1991,
Barki et al., 1993, Schmidt et al., 2001). Recent work in this tradition has started to depart
from the schematic view of risk lists by considering their non-theoretical nature,
narrowness and subjectivity. In this paper we wish to add to this new direction by
discussing some of the fundamental assumptions of risk management and their
implications.
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Our starting point is a brief overview of the traditional risk management literature. It is
our contention that the literature relies heavily on practical experience and heuristics, but
largely refrains from considering the available sociological and philosophical literature
on risk. We concede that recent work has gone beyond the traditional approach, but we
demonstrate that the objectivist conception of risk is still implied. As a result, IS risk
management relies on an untenable objectivist concept of risk. We argue that this
assumption leads to the fallacious belief that risks can be comprehensively controlled by
risk management. Our conclusion is that we need to be more modest with regards to the
aims of risk management, agreeing that the elimination of risk is not only practically
difficult, but also fundamentally impossible. At the same time, however, risk as a social
construction offers an improved theoretical basis for participative risk management
practices. We suggest that lists of risk factors are only a starting point for a discourse
between stakeholders. The aim of this process is to raise awareness of risk factors in IT
projects through a participative approach, thus contributing towards more successful
outcomes.

The paper starts with a review of recent work regarding IS development risk and risk
management. The next section discusses our view of the construction of risk,
emphasising its artificial nature and the lack of an objective reality of risks. The last
section outlines the practical and research implications of our approach.

RISK MANAGEMENT

One of the central problems of IS practice is the high failure rate of ISD (Schiller 1999;
Currie 2000). A possible explanation is the risky nature of ISD, as "[...1 new technology
is risky, business requirements change, and implementation is full |= jsurprises™ (Earl
1996, p. 29), and managers gives insufficient attention to these risks. A steady stream of
literature has developed ways to manage risks in order to complete projects successfully.
Risk management is seen as a tool that allows managers to deal with "the complexities
and uncertainties that increasingly surround technological change and its management"
(Smith et al. 2001, p. 2). One of the first definitions of risk management was given by
Bo:

"Successful project managers were good risk managers [...] they were using a general
concept of risk exposure (potential loss times the probability of loss) to guide their
priorities and actions. And their projects tended to avoid pitfalls and produced good
products. The emerging discipline of software risk management is an attempt to
formalize these risk oriented correlates of success into a readily applicable set of
principles and practices. Its objectives are to identify, address, and eliminate risk
items before they become either threats to successful software operation or major
sources of software rework." (Boehm 1991, 32)

The general approach to risk management is that it is a three-tiered process that consists
of the identification of risks, their evaluation or assessment, and finally a procedure for
dealing with them (Smith et al. 2001, 8). The first step, the identification of risks, is
arguably the most important one because without it the subsequent steps are impossible.
The literature theref ends to concentrate on effectively determining risk factors. A
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risk factor can be defined as "a condition that forms a serious threat to the successful
completion of an IT project” iI et al. 2002, 104). The fundamental difficulty of risk
management is to find out w risk factors there are. As there is no theory that predicts
the relevant risks for a given project, a list of potentially applicable factors is typically
compiled. Managers are then expected to use such a checklist to see whether certain risks
could jeopardise their project.

This traditional approach to risk management has recently been questioned. The
strongest critiqgue can be found in a categorical analysis of four risk management
approaches (Lyytinen et al., 1998). The area is described as "[...] dominated by limited
and ad hoc analyses and by specific models to manage particular aspects of software
risks". Lyytinen et al. go on to say that "most students of software risk management have
not been attentive to a growing body of theories of risk behaviour, uncertainty absorption,
and organisational change" (p. 234). The analysis uses a socio-technical change model
and categorises risks as relating to actor, technology, task, or structure and to the
interdependencies between these four components. Lyytinen et al. (1998) synthesise a
generic list of risk items and risk resolution techniques and show that the studied
approaches vary considerably, exclude some aspects without justification and conjecture
that ‘no single approach can address the pitfalls of not observing risky incidents during
software development in a satisfactory manner’ (p. 245).

A recent survey of risk management in information systems (Smith et al., 2001) criticises
the narrow perspective of the ISD risk literature. The conventional definition of risk as
not meeting all of the objectives of a project is described as inappropriate for today’s
environment. Risk should include hazards, but also opportunities for growth and
improvement. Both hazards and opportunities should be considered for broad areas
including those related to finance, technology, security, information, people, processes,
success and the external environment. Smith et al. (2001) see the risk assessment details
as secondary to the involvement of all participants and to the on-going debate and
agreement on the appropriate level of risk.

Finally, a new Delphi study researches user perceptions of IT project risk (Keil et al.,
2002). The study identifies some similarities in the risk factors that users and project
managers consider important. However, considerable differences exist. In particular,
users ranked those factors as important that are under the purview of the project manager
and are only partially controlled by users. Conversely, a previous study (Schmidt et al.,
2001) found that project managers tend to view risk as flowing from the user. Keil et al.
conclude that an understanding of various stakeholders’ perspectives should lead to a
more comprehensive approach towards managing IT project risks.

THE CONSTRUCTION OF RISK

The approach to risk management discussed here, the three-tiered system of identifying,
assessing, and containing risk factors assumes that the risks are out there to be found and
dealt with. The job of the risk manager is to take the right steps to identify the risks and
the role of theory is to help in doing so. This hypothesis lurks behind both the traditional
and the recent critical literature and is supported by statements such as "The aim of this
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study is to develop an authoritative list of risk factors [...]" (Sc Eo et al. 2001, 10) or
"ldentifying all [italics in the original] of the risks involved [...] 1stherefore an essential
first step to determining how to manage them" (th et al. 2001, 9).

We believe that this objective concept of risk is flawed and threatens the success of the
entire enterprise. A concept of objective risk raises the expectation that risks can be
completely controlled. Also, it suggests that once the comprehensive list of risks is
compiled, the end of the theoretical work is reached and managerial practice can take
over. These factors can combine to create a false sense of security that will dull managers'
attention and can thereby create even bigger risks. We hold risk to be a social
construction depending on social agreements and on individual perceptions. It must be
ascribed to become real.

An etymological analysis of risk shows that the term has two possible roots. On the one
hand, there is the Greek "riza", related to Arab "risc”, which stands for divinely given
facts, for fate, but also for means of subsistence. On the other hand, there is the Latin or
Italian root "risco”, which stands for sailing around cliffs (Hubig 1995, 102,
P hmann 1992, 192). This second root indicates that risks develop through human
actons and that they are dangers that could be avoided. This definition has been widely
accepted in the sociological literature about risk, andhmann (1990, 29) therefore calls
risk the form in which the future in decisions is madevisible and rationalised. Risks are
results of actions that are neither necessary nor impossible; they are contingent
Ehompson 1985; Makropoulos 1997) and depend on human actions.

The character of risk becomes clearer when one contrasts it with the related terms of
uncertainty, danger and chance. Uncertainty stands for the fact that we do not know the
future, it is uncertain. The contrast between danger and risk is that the former is generally
felt to be out of the control of the decision maker whereas the latter can be affected (Bonl3
1995, 52). A corresponding distinction is that risk refers to actions, whereas dangers are
objective entities outside of human control (Etgoyen 1999, Sbmen 1993, 130).
Chance stands for potentially positive developmers and is often seen as part of risk. The
decider who takes a risk is aware of potential losses but also of potential gains of the
decision.

Starting from this etymological analysis of the term "risk™ we believe that it is clear that
risk is not an objectively given entity but a social construction. According to the Collins
Dictionary of Sociology, the "social construction of reality [is] a formulation employed
within some areas of sociology to emphasise the way in which social institutions and
social life generally is socially produced rather than naturally given or determined"” (Jary
and Jary 1995, 605). Since information systems and their implementations within
organisations are clearly created and used by and through social interaction, they fit the
above definition. Therefore, risks associated or produced by information system
development necessarily have to be social constructions as well.

Several of these points are reflected in the recent ISD risk management literature. The
evaluation of a risk and resulting actions depend on the perception of the risk (Lyytinen
et al. 1998, 235). One factor that influences risk perception is the amount of control that
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the decision maker assumes to have about the outcome - the more control the less severe
the risk is believed to be (Ke al. 2002, 115; Sc dt et al. 2001, 24). If risks depend
on perception then they becomme subjectivd = ff. Beck 1986, 103), and it is hard to see how
they can be objectified. The fundamental urrcertainty of the future, the fact that we do not
know what will come, precludes by definition the establishment of a complete list of risk
factors. Every list of risk factors contains the risk of having overlooked a risk factor. This
is what Priddat (1996) calls the C-contingency. When a decision maker tries to deal with
the two risk factors A and B there is always the danger of C. Since we know about this
danger it is partly subject to action and thus a risk factor. However, it is not a risk factor
that can be quantified or dealt with comprehensively.

Another problem of risk factors is the shift from danger to risk. Dangers, as we defined
them, are not subject to risk management because they are objectively given and cannot
change. However, there is a continual change from dangers to risks that is based on our
increased power and knowledge. Fifty years ago volcano eruptions were a danger and
nothing could be done about them. Today we have scientific measurements for the
probability of eruptions and the danger thereby becomes manageable and thus a risk. The
same is true for business processes. The attempt to compile comprehensive lists of risk
factors is the attempt to transform as many dangers as possible into risks. But we will
never know whether a danger has been overlooked. Also, the difference between danger
and risk is in the eye of the beholder and it is a question of ascription. A project manager
who overlooks a danger might still be held responsible for it, which transforms it into a
risk factor.

An example of the shift occurring in the social construction of risk would be the
relatively new inclusion of opportunities as part of the concept of risk. Boehm's (1991)
definition given above discusses only threats and losses while Smith et al. (2001) include
the opportunities. It demonstrates how chances affect the notion of risk and shows the
dependence of risk on social interaction. Our perception of IS in organisations is much
more comprehensive today than it was 30 years ago; it is related to competitive
advantages, market opportunities, and social developments rather than internal
automation and cost savings.

Our conclusion is that it only makes sense to speak of risks in a particular setting; risks
are not absolute, but local and particular. They must be defined for a particular situation
and must be accepted by the relevant stakeholders. This does not render the risk
management practices as discussed earlier useless, but it requires a different
conceptualisation of risk management which we describe in the next section.

IMPLICATIONS

The main practical implication is the realisation that identifying and controlling risks
should not lead to a sense of security. Because risk is a social construct, risks can appear
and disappear and they require constant consideration. Indeed, a checklist of risks is just a
starting point for an ongoing debate on risk (Smith et al., 2001). Management should
identify the stakehol (Keil et al., 103; iI et al. 1998, 80) of risky decisions and
engage in a free discourse about the natureamnd the evaluation of risks. The stakeholder
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discourse could be used to define responsibilities (h et al. 2001, 3; Mangan and Stahl
2002). The stakeholders as parties interested in the process are presumably best suited to
identify risk factors (Donaldson and Preston 1995). Ideally this process would lead to a
consensus concerning the risks (S et al. 2001, 16). Similar approaches have been
suggested in the literature, however,"we wish to emphasise that only when managers
understand that risk is a social construct will the complex and costly process of
stakeholder discourses as a way of dealing with risk make sense.

The main research implication is the realisation of the limits of authoritative lists of all
risks involved in ISD. Risks should be studied in context — their relation to specific
projects, to characteristics of projects, to participating groups and so on should be
emphasised. As an example, the McCartney report, published in May 2000, identified
risks in large UK government IT projects (Economist, 2002). The risks include over-
ambitious specs, difficulties in project management, unnecessary custom-made code, and
supplier lock-in. We take these risks to be an example of our thesis that risks are not
absolute but depend on social constructions. While some of the risks that public sector IT
projects face will be found on the lists of risk factors that are used in ISD risk
management, others will be particular to each organisation and not of a general kind that
can simply be enumerated. This is partly due to the specific technologies and
organisations of public sector management systems. Partly, the reason for this will be that
social constructions within the public sector simply work differently from those in other
types of organisations. While it will be impossible to discuss the example in detail it
should become clear that the risks of a particular project depend on the specific constructs
that the stakeholders believe to be true or real.

Another research implication is that we have to take seriously the difference between
expert-centred surveys (Schmidt et al (2001) and Keil et al. (2002)) and project-centred
studies (e.g. Barki et al. (1993). Each expert in the Delphi studies we mentioned carries
experience regarding many different projects and different types of projects. The
aggregation of the individual expert's experiences in a single list of risk factors is
misleading because it neglects the context of his or her experiences. In contrast, studying
the risk of specific projects allows a researcher to retain awareness of the context. This is
vital because according to our thesis, risks are only constructed in specific contexts and
can therefore only be analysed within those contexts.

To conclude, a limitation of this paper is our inability to provide a theory which is easily
applicable for managers in IS development. Similarly, we have not supplied a
comprehensive set of instructions for risk management or for the study of risks. However,
we feel that the main contribution of this paper is that it outlines a theoretical framework
which underlines many of the recent developments of the risk management literature. A
further contribution is that this understanding of risk as a social construction implies
concrete practical and research implications. In particular it justifies the costs of
participative ongoing risk management via stakeholder discourses. Furthermore it points
to the need for contextual project-centred research. In this sense we hope that our article
can contribute to a better understanding of risk in information systems development.
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